




them indexed in WOS (8 together, 2 without self-citations) and 38 citations indexed 
in GoogleScholar. I find the quality as well as the number of publications above average for 
a PhD-student in this research field. 

Based on the statements above I fully recommend the dissertation of Michael Heigl, 
M.Sc. for defence.

In Košice, November 15, 2021 prof. Ing. Ján Paralič, PhD. 
Dept. of Cybemetics and Artificial Intelligence 

Technical University of Košice 
Letná 9, 042 00 Košice, Slovakia 
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Up-to-datedness of the dissertation

Computer networks security has been always a Holy Grail of the intersection of computer science
theory and computer networks theory with the practical outcome and consequences. The described
research area is the focus of the assessed dissertation. The topic of the work is current and the
goals set in the work have been achieved.

Formal structure and organization of the thesis

The thesis is 247 pages long and is written in English. The thesis consists of seven chapters, two
appendixes, bibliography, and list of acronyms. Some chapters dealing with publications of the
author. They are written well, the chapter‘s sequence is easy to follow and particular problems are
placed and discussed well. The introduction introduces author‘s motivation, gives cyber defense
life cycle description and specifies the phases of a continuous incident handling process. There
is given an explanation, why the outlier detection methods are (still) more efficient in terms of
time and space complexity and allow feature interoperability as well as model transparency. The
introduction contains research objectives, defines research questions (RQ1 — RQ4), and finally the
research goal, which is Improve O‘utlier Detection for Data Streams to Enhance Computer Network
Security. Mapping and discussing of particular RQ is described in section 1.5 as an overview,
which is good, let me summarize, that the four core chapters (Chapter 3—6) are presented in a
standalone and self-explanatory manner on pages 72 — 105. The text is enriched by 82 figures
partially containing block diagrams, 29 tables, and 9 algorithms (Some of them references to the
following algorithms, which is very convenient, at least for reader of the PDF version of the thesis.),
where a meta-language is used.

Completion of the dissertation objectives

They are four research questions in the thesis:

RQ 1 How can unsupervised feature selection be applied on streaming data for the purpose of
outlier detection?

RQ 2 How can a flexible framework for unsupervised online outlier detection be designed to
provide an online scoring functionality for feature importance?

RQ 3 How can the output of online outlier detection mechanisms be exploited to characterize
and compare novel attack patterns?

RQ 4 How can a cryptography scheme be leveraged to function as a detection mechanism and
have its feedback be incorporated in improving performance over run-time as part of response
functionality?
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Assessment of the methods used in the dissertation 

Methods used in the thesis are accepted in the field of research and they are selected and applied 
appropriate, I mean, that newest methods of deep learning cannot be used, as they work not well, 
besides traditional machine learning approach is suitable, as it produce excellent results. 

Evaluation of the results and contributions of the dissertation 

The research contributions of the thesis can be summarized as follows: 

RCl Unsupervised Feature Selection for Outlier Detection on Streaming Data to Enhance Ne
twork Security. 

RC2 On the Improvement of the Isolation Forest Algorithm for Outlier Detection with Streaming 
Data. 

RC3 Exploiting the Outcome of Outlier Detection for Novel Attack Pattern Recognition on Stre
aming Data. 

RC4 A Resource-Preserving Self-Regulating Uncoupled MAC Algorithm to be Applied in Incident 
Detection. 

Remarks, objections, notes, and question for the defense 

They are some minor remarks about formal details of the thesis. One of them is about the way 
of writing the used literature does not always make it easier to find it, the presentation of the 
DOI would be a transparent, fast and generally accepted way of identifying the cited source. For 
example, I cite one of the most recently cited sources and mention its DOL [295] A. Nazir and 
R. A. Khan, "A novel combinatorial optimization based feature selection method for network 
intrusion detection," Comput. Secur., vol. 102, no. 102164, p. 102164, 2021. https: //doi. org/ 
10. 1016/ j . cose. 2020. 102164 I have one general question: "What is your opinion on the juture
development oj intrusion detection systems in the context oj the steadily increasing role oj the
Internet-of-Things (IoT) concept? Will the standard machine learning techniques still be able to
protect the vulnerable networked devices from malicious activities or will there be some need for a
wholly new technology ensuring network security?"

The overall evaluation of the dissertation 

The research results were published in 6 journals and 8 conference papers, and was presented in 5 
talks, all on the international level. In this year he publish results in Electonics Journal twice, this 
journal is evaluated in JCR between Q2 and Q3 respectively, and hist best ranked research output 
is dated in 2019 in Computers & Security journal, evaluated between Ql and Q2, this journal is 
accepted as excellent across the research community. The author of thesis proved the ability to 
conduct research and achieve scientific results. In accordance with par. 47, letter (4) of the Law 
Nr. 111/1998 (The Higher Education Act) I do recommend the thesis for the presentation and 
defense with the aim of receiving the Ph.D. degree. 

Ostrava, November 28, 2021 

doc. RNDr. Petr Šaloun, Ph.D. 
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