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Abstract

This paper deals with the introduction and application of the software platform ZOTY, which is a new
innovative software platform to accelerate the implementation of management and operation systems. In
the first part, the research of available solutions for risk management on the market with the comparison of
their pros and cons is described. This study shows that complex software with all intended functions was
not available at a comparable price level which is acceptable for SMEs. In the next part, the functionalities
of created software platform ZOTY are described. Also, one example of many methodologies used in the
software platform is described in detail. At the end of the paper, the main benefits of the new software
platform are described.
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1. Introduction

Risk management is an important task in the business management area. It is a continuous, repetitive, set of
connected activities prepared for managing of potential risks and for reducing their occurrence and their impact on the
organization. Risk management means application of systematic approach to assessing and acting on risks for ensuring
that objectives of organization are achieved (Berg, 2010). The purpose of risk management is to prevent problems or
negative phenomena, to avoid crisis management. Risk management consists of several connected phases - risk
identification, risk analysis, risk evaluation, risk mitigation, risk management, and risk monitoring. Risk management
is a process that helps organizations to understand what the risk is, who is at risk and what are the control mechanism
of current risks are for those risks. If current risk value level is too high, the action is necesery to manage the level of
risk down to an acceptable level. At present, the implementation of risk management or safety system to the
organization is necessary not only for any moral obligation to protect their employees but also due to the legislation
requirements (Malik and Holt, 2013). The another possible impact of effective and integrated risk management system
is company performance improving (Mohammed and Knapkova, 2016).

Risk Management Software is business software used for risk management, assessment, evaluation, audit, and
impacts. There may be a wide range of risks types such as operational, financial, project, environmental, natural
disasters, market risks, etc. The software should assist in identifying, evaluating, analyzing, setting, and managing
measures for individual risks across the company, assigning those to responsible persons. The risk management
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software is standardly used in large enterprises but for SMEs the implementation of suitable risk management software
can be beneficial. The paper (Falkner and Hiebl, 2015) describes a systematic review of the implementation of risk
management in SMEs and shows that risk management in SMEs is important and has a significant impact on the
SMEs' business strategy.

2. State of Art

At the beginning of our work, the research of available solutions on the market was realized. The 12 commercial
solutions for risk management have been found. The descriptions of the better solutions are shown below, and the
comparison of important functionalities of each tested solution can be seen in Table 1.

A. Active Risk Manager (ARM)

The software covers the needs of risk management from project management to strategic planning and, last but
not least, the planning of internal audits. ARM helps identify, analyze, manage, monitor, and reduce the impact of
risk, including reporting across the organization. The software can be used for all sectors - state administration, health
care, private companies. Current users of the software are: Airbus, General Dynamics, Alstom, RWE, Skanska, NASA,
AT&T, Nestle, Alstom, Westinghouse, ... (SWORD, 2020)

B. SWORM

Software is used to collect information necessary for comprehensive measurement and management of
operational risk and for their subsequent processing. It consists of several modules. Each module is designed to cover
a different area of operational risk measurement and management. The client has the option to purchase either selected
modules or the whole solution, which allows him to measure and manage operational risk. Current users of the
software are: Home Credit, TONA, a.s, ... (Advanced Risk Management, 2019)

C. RSA Archer Risk Management

The software is designed to provide a comprehensive view of risk with a business context connected to risky
cases of use and to facilitate the management of evaluation campaigns, metrics, and loss tracking and risk reporting
by thousands of predefined reports, risk analyzes, dashboards, and reports improvised in a reporting tool. Current users
of the software are: Adobe, Berkshire Bank, Partners Healthcare, Royal Dutch Shell, Raiffeisen Bank, Hong Leong
Bank, ... (RSA Security LLC., 2020)

D. HOPEX GRC

The software is designed for risk management, internal control, and internal audit support. The implemented GRC
procedures are designed to provide critical information, support rapid decision-making, cost optimization and
innovation opportunities. The modules support efficiency and performance enhancement through risk management
and monitoring in collaboration with internal control and guidance support. Support for standards and procedures
defined by IIA and OCEG. Current users of the software are: DBS Bank, UniCredit, United States Department of
Defense Learning Institution, United States Navy Command, Seagate, Edison, United States Department of
Agriculture, WallGreens, ... (MEGA International, 2020)

E. Thomson Reuters RMS - Accelus

The software enables the dynamic interconnection of business transactions and strategies within a regulated
environment. Procedures implemented to support risk management, internal control, and internal audit. Thomson
Reuters Accelus Management control systems provide insight through the ability to identify, map and track changes,
process integrity, audit results, including relevant training. Risk monitoring modules and direct integration of relevant
directives. Current users of the software are: Fujitsu, NCDOT, Extraco Banks, Qatar National Bank, EY Team, ...
(Thomson Reuters, 2012)
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Table 1. Functionalities of examined systems for risk management.
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Evidence of incidents and problems
(knowledgebase for further analysis) X | X X|X[X]|X|X X | X
common to all modules
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Change of customer preferences
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Pricing policy - fixed x variable X
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Risks of the social environment
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Social risks
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Records of crisis and recovery plans (for
individual activities and types of risk events)

Search of crisis and recovery plans (for
individual activities and types of risk events)

sl @ U IREES GO Planning and control of emergency plan practice

- early warning system
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3. Software ZOTY

The main aim of the developed software was to increase business competitiveness through a new innovative
software platform to accelerate the implementation of management and operation systems. The platform ensures rapid
business adaptation to changes in the business, legislation, and security environment. At the same time, it ensures the
efficient and rapid implementation of advanced traffic management and automation systems. It enables companies to
group into larger cooperating clusters, including the interconnection of separate IS / ICT systems with the maximal
emphasis on information security in shared Internet services. The platform enables companies to integrate the existing
IS / ICT they are using so far, which will save costs on IS /ICT. This solution is also applicable to public sector
environments (e.g., universities) and local governments and their needs.

ZOTY is software to support risk management, auditing, and compliance with requirements or legislation. The
ZOTY software is primarily intended for SMEs. ZOTY's functionalities are designed to respect multiple different risk
management approaches. From the simplest, when you don't engage in any risk analysis, you select and implement a
basic set of measures from a catalog. Despite the basic, indicative risk analysis, you quickly perform with the help of
experienced experts in your field and then evaluate possible scenarios. Up to comprehensive and detailed risk analysis,
including the evaluation of assets, threats and vulnerabilities. The biggest advantage of ZOTY software is that with
one pack of my data (e.g., process model or list of assets) is possible to make many different risk analysis from
different perspectives (e.g., information security perspective, business perspective - threats, opportunities,
cybersecurity perspective, etc.). Another advantage of the software is integrated control of measures to risk mitigation
and the observation of changes in time.

3.1.SMART.PORTAL (SP) - ZOTY

Our solution consists of SMART.PORTAL (SP) (see Figure 1) with commercial name ZOTY. This SP is an
integration and visualization platform - the core of the solution. The main functionality of SP is LDAP integration for
importing users from directory servers, which is very important for larger customers with a large number of centrally
managed user accounts. Support of e-mail notifications is also present. The mxGraph graphics library is implemented
for the ability to visualize process models in the PROCESS.PORTAL module. A system for automatic logging of user
activities is also implemented.
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Figure 1. Title page example of ZOTY software (SMART.PORTAL).
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3.2.RISK.PORTAL (RP) - ZOTY Risk

The next part of the solution is module RISK.PORTAL (RP) with commercial name ZOTY Risk. Module for risk
management with relation to processes and key performance indicators (KPIs) incl. business continuity. This module
contains various functionalities that support not only the risk management itself but also the management of
compliance with legislative or other requirements or, e.g., management of audits (ZOTY Audit). This module contains
a comprehensive modular solution providing software support for the entire area of Governance, Risk & Compliance
- ZOTY GRC. The main functionalities of this module can be seen in Figures 2 — 8.

Karta rizik (RICE)

Obsahuje

3 4 > 10/stena

i |

B 4@ 0 ;¢

Q Tomas R.

Tupa Jifi Normaini Schvaleno

R11 . Riziko

1.7.2019

Prijeti

31.12.2019

Steiner Frantisek

6.8.2019,9:52

17.12.2019,13:35

Figure 3. ZOTY Risk — created risk card
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Figure 4. ZOTY Risk — created risk card - evaluation (for current and target status)
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Figure 5. ZOTY Risk — detail of created risk card — risk evaluation
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Figure 6. ZOTY Risk — example of establishing a new KPI to measure and evaluate the quality of service,
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Figure 7. ZOTY Risk — example of the proposed measure to risk mitigation.

Opatfeni

B risk & CZK CZK CZK

2 8 8 38
R

Reficha T

0e7K Reficha T 7.1.2020

Figure 8. ZOTY Risk — summary of measures, including financial costs.

3.3.PROCESS.PORTAL (PP) — Zoty Architect

The next part of the solution is module PROCESS.PORTAL (PP) with commercial name ZOTY Architect. A
module / portal for publishing process models from any process analytics tool, starting with accenting the industry's
most widely used tool, ARIS. An example of imported process model from the ARIS tool to the ZOTY Architect can
be seen in Figure 9. From the beginning, everything has been developed in an open way, with an emphasis on the
possibility of using any process tool that the customer already uses as a data source.
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Figure 9. ZOTY Architect — example of an imported process model from ARIS tool.

3.4.Reference database (RD) and ISO.PORTAL (IP) — Smart Portal

The next part of the solution is the Reference database (RD) and ISO.PORTAL (IP) with commercial name Smart
Portal. Reference, respectively knowledge database for individual software modules. It contains “best practices” for
Business Process Management (BPM). ISO.PORTAL is a simplified model for working with a reference database.

3.5.SMART.EDU (SE) - Extension pack SmartEdu

The next part of the solution is module SMART.EDU (SE) with the commercial name Extension pack SmartEdu.
This extension module / bundle for support of school management (HE / SS) is a combination of specific
functionalities PROCESS.PORTAL + RISK.PORTAL + reference content for the education sector, which is in line
with current changes and trends in the management of educational institutions.

4. Example of used methodology for risk management

Our software has implemented more methodologies for risk management and evaluation which is possible to
choose and used. One of them is given in this section as an example. This methodology consists of the identification
and analysis of risks. In this case, the risk analysis is a combination of quantitative and qualitative risk analysis. This
methodology is possible to use for process risk analyses or risk analyses of defined assets (objects). The principle of
this method is defining assets and threats.

Risk management methodology is fully implemented in the module RISK.PORTAL. The reference database with
evaluated risks is created here. Risks are created by combining rated assets, threats, and vulnerabilities. Risk
management is not only concerned with risk identification. The identified risks need further evaluation. The risk
assessment must be carried out to ascertain the seriousness of the risk and subsequently, during the implementation of
the measure to determine the effectiveness of the implemented measure. At the time of risk assessment, it is possible
to link to specific processes, assets, threats, or vulnerabilities. After the risk assessment, it may be necessary to
introduce measures to reduce or eliminate the risk.
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4.1. Asset value determination

The assets are evaluated on the basis of three parameters evaluation:

*  Confidentiality (A)
e Auvailability (B)
* Integrity (C)

Each parameter has set the scale from 1 to 5. The overall value of an asset (OA) is calculated by counting of all
parameters divided by 3 (OA=(A+B+C)/3). Each level of individual factors are described also by short description,
see Table 2, 3, 4.

Table 2. Confidentiality (A)

Level Description

1 Publicly accessible assets

2 Accessible assets within the organization

3 Assets that includes an organization's know-how; important to the organization's operations

4 The assets are not publicly accessible and their protection is required by legal regulations, other

regulations or contractual arrangements (e.g., business secrets, personal data, ...)
5 Assets are not publicly available and require above-standard protection beyond the previous
category

Table 3. Availability (B)

Level Description

1 Asset unavailability is not important and in case of unavailability, a longer correction period of
about a month is normally tolerated.

2 Asset unavailability is not important and in case of unavailability, a longer correction period of
about a week is normally tolerated.

3 Asset unavailability is maximally a day. The longer unavailability may cause a potential threat to
the interests of the organization.

4 Asset unavailability is maximally a few hours. Any unavailability is necessary to solve immediately

because it causes a direct threat to the interests of the organization. These assets are considered as
very important.

5 Asset unavailability is not possible. Even long-time unavailability causes a serious threat to the
interests of the organization. These assets are considered as critical.

Table 4. Integrity (C)

Level Description

1 The asset does not require integrity protection.

2 The asset may need integrity protection. Impairment of the asset integrity may result in damage to
the organization's interests by minor effects on the primary assets.

3 The asset needs integrity protection. Impairment of the asset integrity leads to damage to the
organization's interests with a significant impact on the primary assets.

4 The asset needs integrity protection. Impairment of assets integrity leads to very serious damage to
the organization's interests with indirect impacts on primary assets.

5 The asset needs integrity protection. Impairment of assets integrity leads to very serious damage to

the organization's interests with direct and very serious impacts on primary assets.

4.2. Threat assessment

Threats are evaluated using probabilities of occurrence from 1 to 5, see Table 5. This probability is primarily
based on experience from the past.
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Table 5. Probability of asset occurrence (PoO)
Probability of Occurrence PoO Value
Practically impossible occurrence
Not common, but can occur under special circumstances
Possible occurrence that has already occurred
Frequent occurrence
Too frequent (recurring) occurrence

N[ |W|N|[—

4.3.Risk evaluation

The overall risk evaluation is calculated by multiplication of overall asset value and probability of asset
occurrence (R=0OA*Po0).

5. Benefits of ZOTY software

ZOTY's functionalities are designed to respect multiple different risk management approaches. From the simplest,
when you don't engage in any risk analysis, you just select and implement a basic set of measures from a catalog.
From the basic indicative risk analysis, which is possible quickly perform with the help of experienced experts in your
field and then evaluate possible scenarios. Up to comprehensive and detailed risk analysis, including the assessment
of assets, threats, and vulnerabilities.

Every data are together in one software and clearly visible. In one software can be assets (tangible, intangible),
human resources, processes, projects, information (data, knowledge),... All these data are clearly stored and clearly
sorted in folders in the asset register. If the predefined folder structure in the registered is not suitable, it is possible to
simply create your own. Within a user-definable catalog. It is also possible to have even more such catalogs. The
definition of each object stored and managed in the system ZOTY registry is unique. In the user catalogs there are
only references to these object definitions in the registry. This eliminates any duplication and facilitates overall
administration. The principle of registers and catalogs is common not only to different types of assets but also to
requirements, objectives, risks, threats and vulnerabilities.

The software can be used by all key employees. It is possible to give them the appropriate roles (Risk Manager,
Risk Owner, Internal Auditor, etc.) and allow them to collaborate comfortably with each other. I.e., communicate
easily in the system in the form of shared comments or tasks involved in the overall context.

It is also possible to use the software for internal or external audits where requirements of legislation, internal
regulations, ISO standards or contracts are necessary to control. It is possible to create or import these documents into
the ZOTY registry simply. Then it is possible to create and attach a user-understandable request to each paragraph or
specific paragraph of the law, or any other type of document, and assign to it a responsible person. Then it is possible
to link it all to the risk, any type of asset, target, or other related requirements. The clear link between the responsible
person, the requirements and the requirements solution throughout the risk management system is visible (i.e., for
example, what critical assets have been identified, what threats they face despite what vulnerabilities, how high is the
risk of damage to the asset, whether and what measures you take to minimize the risk, etc.)

The registers are ready to import data from external systems and their regular synchronization.
Typically, for example, organizational structures and human resources from personnel modules of information
systems or IT assets from configuration management database (CMDB). From process modeling tools, the processes
and activities with associated risks are visible. The same applies to projects that are risks to project objectives. The
result is up-to-date and consolidated data that enters the entire risk management system on a unified ZOTY platform.
It follows that this solution saves time and reduces error rates.
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6. Conclusion

In this paper, we presented a software solution for implementation in small and medium size enterprises. The
research of available solutions for risk management on the market is presented in the first part of this paper. The pros
and cons of available solutions were founded and compared. This study shows that complex software with all intended
functions was not available at a comparable price level which is acceptable for SMEs. The software platform has
implemented many methodologies for risk management. These methods are not possible to describe in the paper due
to the limited length. It follows that only one method was described in the paper as an example. Also, the benefits of
our software ZOTY were described in the paper. Our solution is reasonably priced and is suitable for SMEs.
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